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Request for Proposal (RFP)
ISITE-BFC SARCoS Project 
Composant logiciel d’inférence de modèle de tests dans le cadre du projet ISITE BFC SARCoS

Object : Research prototype of a Test Model Inference Software Component

Résumé du CCTP en français

Objet du marché :    Réalisation d’un logiciel (prototype de recherche) d’inférence de modèle de tests. Ce composant logiciel est appelé TeMIT « Test Model Inference Techniques ».
Description :

Le projet SARCoS développe des outils intelligents pour automatiser les tests de cybersécurité métier de systèmes complexes connectés tels que les systèmes de contrôle aérien, les systèmes de parking intelligents et les systèmes IoT (Internet of Thing). 
En tirant parti des techniques d'apprentissage automatique (Machine Learning), ces outils permettront 
1) de déduire des modèles de test spécifiques à un domaine, 
2) de générer des scénarios d'attaque et d'apprendre des données d'interaction d'exécution, 
3) de sélectionner et de hiérarchiser les cas de test 
4) de produire des analyses intelligentes des résultats des tests. 
Des tests automatisés basés sur des modèles seront utilisés pour générer des tests de sécurité ciblant les vulnérabilités du système par de fausses attaques par injection de données, et des tests de robustesse utilisant un flou comportemental basé sur un modèle.
Le présent appel d’offre porte sur la réalisation du prototype d’un composant logiciel d’inférence de modèles à partir de la modélisation métier des données d’échanges des systèmes de contrôle (contrôle aérien, Internet des Objets). Ce composant logiciel est décrit dans la partie technique du présent CCTP annexée au marché. Le composant logiciel est appelé TeMIT – « Test Model Inference Techniques ».
Le livrable attendu est un prototype logiciel répondant aux caractéristiques décrites dans le présent CCTP et s’insérant dans la chaîne des traitements du projet ISITE-BFC Industries SARCoS.
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1. Summary and Background
In the context of the ISITE-BFC SARCoS Research Project, UBFC is currently accepting proposals for research prototyping of a test model inference software component.  
The SARCoS project will develop intelligent tools for automating the model-based testing of complex connected systems, to find security and reliability problems. By leveraging machine learning techniques, these tools will 1) infer domain-specific test models, 2) will generate attack scenarios and by learning from execution interaction data, 3) will refine and prioritize test cases and 4) produce smart analytics of test results. Automated model-based testing will be used to generate security tests targeting system vulnerabilities by false data injection attacks, and robustness tests using behavioral model-based fuzzing.
The purpose of this Request for Proposal (RFP) is to solicit proposals from various candidate organizations to provide a Research Prototype for a Test Model Inference Software Component, called TeMIT (for Test Model Inference Techniques), conduct a fair and extensive evaluation based on criteria listed herein, and select the candidate who best represents the direction UBFC wishes to go.

2. Proposal Guidelines
This Request for Proposal represents the requirements for an open and competitive process.  Proposals will be accepted until 5pm CEST April 30, 2019.  Any proposals received after this date and time will be returned to the sender.  

If the organization submitting a proposal must outsource or contract any work to meet the requirements contained herein, this must be clearly stated in the proposal.  Additionally, all costs included in proposals must be all-inclusive to include any outsourced or contracted work.  Any proposals which call for outsourcing or contracting work must include a name and description of the organizations being contracted.  

All costs must be itemized to include an explanation of all fees and costs.  

Contract terms and conditions will be negotiated upon selection of the winning bidder for this RFP.  All contractual terms and conditions will be subject to review by UBFC legal department and will include scope, budget, schedule, and other necessary items pertaining to the project.

3. Project Purpose and Description
The purpose of this RFP is as follows:

The candidate should provide a test model inference software component from an input set of abstract communication sequences for a given System under test.  Based on test model skeleton generation, the model inference technique will be integrated in the whole SARCoS architecture (see Figure 1).
Positioning of the component:

Figure 1 shows the main processes involved in this project.  

1. The inputs from our industry partners come from their complex connected system (the 'System Under Test', or SUT), which needs testing for security and robustness.  The inputs consist of thousands of recorded observations of how that system interacts with other subsystems in its normal operation (SUT Observations).

2. Through a careful interviewing process of each industry partner, a Domain-Specific Modelling Language (DSML) is designed to capture the possible range of the SUT observations for the specific application domain.  These DSMLs for different domains will be instantiated from a common DSML Framework, so that our test inference and generation tools can work on all the different DSMLs using similar techniques.

3. Model inference is exploited to extract automatically test models from SUT observations. Each inferred Test Model captures semantic information about the SUT’s communication and behaviour.

4. Model-Based Testing (MBT) is used to generate Robustness Tests and Security Tests from the Test Models.  Even though this task can be fully automated, test engineers can also specify complex scenarios and attacks in order to gain more focus on interesting tests and to increase the coverage of the security risks.

5. Machine Learning (ML) techniques are used on test execution data to help for test prioritization and selection.
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Figure 1 - project concepts

This RFP is strictly restricted to the Test Model Inference Component, as a research software prototype.
4. Request for Proposal and Project Timeline

Request for Proposal Timeline:

All proposals in response to this RFP are due no later than 5pm CEST April 30, 2019.

Evaluation of proposals will be conducted from Mai 2st, 2019 until Mai 9th, 2019.  If additional information or discussions are needed with any bidders during this one week window, the bidder(s) will be notified.

The selection decision for the winning bidder will be made no later than Mai 15th, 2019.

Notifications to bidders who were not selected will be completed by June 15th, 2019.

Project Timeline:

Project duration is 18 months:

· Project start date is set at July 1st, 2019.

· Project achievement must be completed by December 31, 2020.  

5. Deliverables and Budget

All proposals must include proposed costs to complete the tasks described in the project description.  Deliverables, planning and costs should be stated, with a phasing during the timeline of the project.
.

6. Bidder Qualifications

Bidders should provide the following items as part of their proposal for consideration:

· Description of experience in software engineering research
· Timeframe for completion of the project

· Deliverable plan and timeline
· Cost proposal
7. Proposal Evaluation Criteria

UBFC will evaluate all proposals based on the following criteria.  To ensure consideration for this Request for Proposal, your proposal should be complete and include all of the following criteria:

· Overall proposal suitability: proposed solution(s) must meet the scope and needs included herein and be presented in a clear and organized manner

· Research Experience: Bidders will be evaluated on their experience as it pertains to the scope of this project

· Value and cost: Bidders will be evaluated on the cost of their solution(s) based on the work to be performed in accordance with the scope of this project

· Technical expertise and experience: Bidders must provide descriptions and documentation of staff technical expertise and experience

Each bidder must submit 1 pdf document of their proposal on the website indicated in the RFP document.
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